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Abstract
Standardisation, organisation and control have brought economic benefits through the
application of computer based systems to large governmental, industrial and retail
organisations. These benefits are also being sought from areas and organisations with a
safety related context. Typically these systems employ standardised applications and large
volumes of data. Such data represents individuals, system elements, their relationships and
histories. Application areas span health care provision to transportation, welfare to
governmental policy. In these systems it is often unclear how data errors influence the overall
system behaviour or individual system outcomes.
This paper provides a framework to classify the use (and reuse) of data within such systems.
In addition this paper seeks to identify the ‘barriers to escalation’ that would mitigate the
influence of data errors on system safety and restrict their propagation across the connected
systems.
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Introduction

Does your organisation use safety-related data?
It is unlikely that your organisation has assessed the data used within its systems. The
treatment of data as a separate system component is – as yet – not common practice.
Without assessment, the safety integrity requirements (by extension the data safety integrity
requirements) remain unknown. This paper presents an initial framework to characterise the
data used (and reused) by your organisation. It is truly a “framework” and as such is
designed to provide a high degree of flexibility in the way that your organisation treats data.
Nevertheless, working within the framework will facilitate a degree of Standardisation,
Organisation and Control (SOC). A template structure is provided to allow you to create your
instantiation, a number of examples have been produced and are available from the authors.
It is wholly reasonable to seek to gain economic benefit from the application of SOC. A
solution (or series of solutions) based on the application of Computer Based Technologies
(CBT) often provides the basis of such systems in addition to changes to working practices,
policies and procedures. Many working practices are localised, often having been
established over a considerable period, tracing their origins through decades – and within the
legal and medical professions, probably a lot longer.
Changes leading to SOC are often accompanied with a requirement for additional discipline in
the execution of tasks performed by individuals and abstraction away from appropriate
knowledge to discharge that discipline. It seems strange to consider that over the last decade
the legal and medical professions have undertaken changes other industries mastered long
ago. These changes address records, formally based on physical documents, now
implemented in CBTs.
These new disciplines require an acceptance on the part of the individual (and organisations)
of the, often normalised, working practices enforced by CBTs. Many of the existing paper
records included ‘free text’ in which was recorded an almost infinite variety of information.
This infinite variety is not practicable (or desirable) in a large scale system.
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A secondary effect of the application of CBTs is the rise of ‘big data’ systems, where huge
data sets are processed to provide statistics and aggregated values. Such systems are used
to identify trends, monitor performance, and as the basis for ‘corrective actions’. Many of
these activities are based on the use (and reuse) of data [1]. ‘Big Data’ continues to evolve
and a precise definition – representative of its implementation – proves elusive.
The application of traditional functional safety architectures, techniques and measures are
characterised by specification. This specification provides a description of the service or
function to be provided, together with the data exchanged. It is not clear that ‘Big Data’
follows this model as it addresses both structured and unstructured data. The two options
available are to enforce structure onto “Big Data” or to provide containment of the
unstructured parts when automated / human actions decisions are being made.
This paper provides a framework so that:
“Decision support information that includes explanations, implications and an
assessment of the uncertainty associated with the application process can be
generated. This information is provided by the system in a way that has a positive
effect on the users (computer and / or human) situational awareness, workload,
decision accuracy and performance. This improves the effectiveness of decision
making and therefore safety of the application”.

1.1

When is a System Considered to be Safety-Related?

Harm is not restricted to CBTs. Historic system failures have led to harm – people have been
injured and killed in accidents. Accident investigation seeks to identify the causality and
typically provide recommendations to reduce the likelihood of reoccurrence. Statutes provide
a legal imperative to address the causes of harm and standards address systems
requirements and provide guidance.
Greater reliance on CBTs, coupled with the perceived ease in which these systems can be
implemented has given rise to an increasing use and reliance on data, and the integrity of
data. These systems may find their way into safety related applications and can often be
many steps away from the end use of the data [2]. Therefore, the safety related nature of the
data may not be obvious. This use of data in safety related systems is not adequately
addressed within the current statutes, standards, guidance, and literature [1, 3 to 7].
Currently, accident investigation does not often attribute system failures to data or data
integrity as the importance of data is not recognised as a separate system component. An
increased recognition of the need to provide useful guidance in this area has led to this paper.

1.2

What is Safety Related Data?

Data is an abstraction. Common usage would regard numbers, characters and perhaps
images as data. In more precise terms the association of context gives these numbers,
characters and images meaning. Therefore we may infer that the intended use of the data
provides the data with meaning.
We use data in safety related systems to represent real world objects, their attributes, their
relationships to other objects and abstractions. These representations allow systems to
automate the work environment – to plan, produce and deliver products and services. In this
framework we address the need for data to be ‘good enough’ for the intended use; and to be
of sufficient integrity. The term data integrity is perhaps overloaded. This term is used in a
variety of circumstances and in each circumstance takes on a subtly different meaning. Data
integrity refers to the degree of assurance that data and its value has not been lost or altered
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since the data originated or was last subject to an authorized amendment. Data safety
integrity is the contribution of data to the safety integrity of a system, be it a control or
information system.
If data characterises, determines and directs these systems, then it follows that data errors
(which may change this desired behaviour) should be detected, managed and where possible
removed.
In this framework paper we identify an architectural structure within which the use (and reuse) of data can take place, the errors associated with data and data propagation can be
addressed, and the data contribution to system safety can be ensured and assured. This
framework can then be tailored as required by individual domains and projects.
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The “Accidental” System

Automation often first appears as an aid to support existing practice. These aids are
developed and evolve to support and reinforce changes – driving uniformity and consistency,
curiously not necessarily improving data quality. The overall impact on the working
environment is a dramatic increase in the volume of digital data, flow of that digital data
around system elements and a concomitant decrease in understanding of the context and
limitations of that data.
Consider an established work environment based on the development, production, delivery,
and support of a service. In this generalised example no particular service is specified, as it is
equally applicable to the production of equipment as to the delivery of legal or health care
services. Financial and accounting practices require controls to identify and manage the use
of assets within the enterprise. These accounting practices address stock control and
management, driving secondary impacts such as bar code and RFID technologies to track the
movement of stock within the enterprise. Asset tracking provides additional data about utility
and in turn facilitates additional data addressing traceability through to individual deliveries to
customers. In turn, order tracking reduces the opportunities for ‘lost’ deliveries, through order
processing, tracking to order completion using customer signatures on handheld delivery
confirmation terminals.
Changes are implemented as ‘islands’ of functionality to support identified activities and
enterprise policies. In such cases the boundaries of these new functionalities are
characterised by existing organisational boundaries. A group within the organisation may
become reliant on the data produced by another group (and passed across the organisational
boundary), with little ability to influence the data they have become reliant on.
At the same time reliance on automated decision making in the enterprise increases. At the
lowest level of autonomy [8] computers offer no assistance; they facilitate information
acquisition. Later they offer a set of decision alternatives; they facilitate analysis. Then they
offer increasing amounts of support for the decision making process itself; ending with the
human only being allowed a restricted time before an automatic execution to overrule the
computers decision. Finally, at the highest levels of autonomy computers provide action
implementation with no capability for the human to overrule and little if any information
provided on what actions the computer has undertaken.
The ‘accidental’ system is represented in Figure 1, as a generalised combination of system
components (Hardware, Software, People and Process). Financial and Operational actors
set targets, metrics that are managed through measures and controls. The process is
supported by People using procedures supported by tools, training and common enablers.
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Figure 1: The ‘accidental’ system
We can conceive of this ‘accidental’ system as just one unit of an organisation, perhaps as a
complete department, or a group providing a service. As such the ‘accidental’ system
consumes data and produces data. The ‘accidental’ system operates within a hierarchy,
including supervisory, peer and subordinate systems. Within any given organisation these
systems will have different responsibilities – some will be assessed as safety-related.
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Using the (Data Intensive) System Safety Assessment Framework

The framework does not replace Safety Engineering or Safety Assurance activities. The
framework is intended to allow the expression of a CBT from many domains to facilitate
comparison – and ideally to enable the identification of a set of common techniques and
measures. The framework will not address all systems or provide complete coverage of a
single system. The rigour of the application of the framework is intended to follow a risk
based approach of the greater the risk the greater the rigour. To assist in the documentation
of the CBT a template is available from the authors in order to provide sufficient uniformity of
CBT description to facilitate analysis and comparison (between systems, industry sectors,
and organisations)
The outline method describes:
i)

Organisational Context including a description of the system functionality, clearly
identifying the CBT boundaries and the data used by the system

ii)

A Functional Safety Assessment based on hazard identification (including causality
and consequence)

iii)

An apportionment of Safety Responsibility

A key feature of the use of the framework is the identification of the reliance a user has on
data – for the purpose of deriving data integrity requirements.
The following sections provide a model of organisational hierarchy, requiring the identification
of the scope of the safety function, an identification of interface properties and an initial
classification of data.
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A Layered Model Representing an Organisational Hierarchy

The layered model, described below, is based on an incomplete and un-published
RAILTRACK internal memorandum by Richard Allen [9]. In addition, elements are also drawn
from concepts contained within the ‘Basic Reference Model for Open Systems
Interconnection’ (ISO OSI) model [10]. The OSI model partitions communications services
between 7 layers with defined interfaces, peer protocols that permit the separation of
application development from the underlying communication system. Two important elements
of the OSI model are that each layer:
i)

communicates with its peer layer in a different communication unit; and

ii)

provides a service to the layer above and expects a particular kind of service from the
layer below.

This abstraction into layers allows the development and replacement of the underlying layers
based on respect for the services each layer provides and preservation of interfaces between
them. It allows control of the access points of data and control coming into the system. It
also attempts to depict the span of a safety function by identifying that high integrity (SIL3 and
SIL4) safety functions should be limited to the lowest three layers of the hierarchy.

Figure 2: A layered model for a hierarchy of systems
Figure 2, identifies a number of layers within the system hierarchy and also implies a
functional hierarchy within the system.
i)

The ‘platform’ layer represents single instances of elements of the platform
infrastructure, the physical equipment;

ii)

The ‘platform abstraction’ layer represents the interface to platform infrastructure
elements. In essence this layer converts physical phenomenon from sensors
(including feedback from actuators) into abstract representations such as electrical
signals or data. This layer also provides the control (information) interfaces to
actuators (human / computer operators);

iii)

The ‘reflex’ layer is the lowest layer at which the measured status is interpreted and
control (or protection) actions are carried out. These actions may be based on data
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(which may include stored information), any demands on the system and some set of
rules. In this reflex layer the rules and information completely determine the control
action. In principle all activities in the reflex layer can be automated with the highest
levels of autonomy. Safety-critical functions commonly require a fast response and
therefore often make use of reflex actions;
iv)

The ‘supervisory’ layer represents a more complex level of control. This complexity
may be a result of large-scale operation, integrating a number of dissimilar functions,
or interpreting complex (or ambiguous) data (or some combination of these). The
distinction between the reflex and supervisory layers is the judgement or knowledge
that must be applied, particularly in degraded or emergency situations. Supervisory
systems are characterised by the need to support the judgement of the operator
doing the supervision. Predominantly the supervisory layer is downward looking
viewing the performance of the lower levels;

v)

The ‘optimisation’ layer represents the most sophisticated control layer. At its most
developed the optimisation layer should maximise the use of resources for the
delivery of the service. The optimisation layer should respect the performance and
safety constraints of the underlying (transportation) system. The information
demands on the optimisation layer are high, requiring a full understanding of the
underlying system, the planned service and contingency plans;

vi)

The ‘organisational unit’ layer represents the organisational responsibility of the
delivery of the planned service. This layer normally plays little part in real-time
operations of the system being more concerned with the medium term maintenance
(including competencies) and development of the infrastructure, and the subsequent
future delivery of the planned service. The organisational unit will become involved in
the short-term operation of the system in response to a serious incident that causes
substantial impact on the delivery of the service. Organisational unit is used here in
order to provide a generic model; and

vii)

The ‘enterprise’ layer represents the corporate entity; responsible for the planning
and execution of large-scale changes to the infrastructure; responding to changes in
legislation; setting and maintaining standards, procedures and competency
requirements.

The point is well made by Allen [9], that implementation of large-scale systems requires a
framework in which to express the role played by respective system components and provide
a mechanism by which a large-scale system safety may be argued. Information systems that
inform human operator decisions similarly require a framework. Both aspects are catered for
in this framework.
In this work the authors consider the supervisory layer to be the highest layer at which a
safety function should be implemented. This boundary is depicted in Figure 2 by the box
surrounding the platform, platform interface, reflex and supervisory layers.
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Interfaces

Interfaces (both horizontal and vertical) need to be controlled, as they provide a means to
control the upgrade and replacement of elements within the hierarchy, see Figure 3.
Relationships, and therefore interfaces, may also exist between enterprises. Data may need
to chain across these interfaces.

Figure 3: System Interfaces
It is noted that people associated with the ‘system’ may not share the same view of the
system. Perhaps the most dramatic differences are to be found between the developers and
the users. Work within a safety-related environment one would hope would be disciplined
characterised by a need for compliance. In contrast Users are more influenced by
management actions, training and organisational targets.

5.1

Vertical Interfaces: Data Independence

The layered framework, based upon the ISO OSI 7-layer model [12], provides a mechanism
to describe the independence of each layer. The OSI model uses the concept of Service
Delivery Unit (SDU), and Service Access Point (SAP).
These SDUs and SAPs form the basis of interface contracts, facilitating the implementation of
fit-form-function replacements, providing the possibility of the replacement of layers within the
system hierarchy. This point is developed later in this paper.

5.2

Horizontal Interfaces: Boundary and Partitioning Issues

The definition of the system boundary is an essential step in the definition of the system. The
boundary provides a demarcation between those components, which are within the system,
and those, which are external. Communication across the system boundary requires the
identification and definition of an interface description including but not limited to, the data
passed across the interface. Each communication is one step in a data chain.
External information systems may provide a range of data including status and schedule data.
Data presented at this system boundary may not be error free. Within a systems context
these interfaces may contain implicit transformations between the external and internal use of
data. In some cases the internal and external meanings of this data may also be different.
Figure 4 illustrates a generic system boundary and its associated issues.
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Data presented at the system boundary by an external system will be transformed or adapted
from the external representation to the internal representation of the system. This
transformation or adaptation may occur in some automated function or may require manual
intervention. This data will also require verification. Analysis of the system design is required
to establish the consequence of faults in this data as this data passes across the boundary of
the control system. Further analysis should also establish the sensitivity to changes in this
data. Such analysis will facilitate the definition of ‘properties’ or rules by which faults in the
data may be detected at the boundary of the system.

Figure 4: System boundary issues
The layered architecture may be partitioned into a number of independent applications
sharing a network. In this case each partition can be thought of as a “module” in a larger
system that allows appropriate flow of data via data chains and “big data” issues to be
addressed. This partitioning holds throughout the vertical hierarchy of the framework,
including at the organisational unit and where necessary the enterprise levels.

Figure 5: Partitioned Modules
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Whether interfaces are between layers, within a layer as data flows within and between
partitions, or to external sources of data SOC will engender improved risk management of
data. The SOC takes the form of a safety interface agreement. This can be implemented in a
relatively informal manner or via more formal approaches using rely-guarantee interface
contract formalisms. Figure 6 represents the concept of interface contracts [12].

Figure 6: Interface Contracts

5.3

Data used by Safety Related Systems

Systems use data from a number of sources including data extracted (and possibly
processed) from existing external information systems. Data may also be produced
specifically for the system. Typically, information is supplied to these systems through a ‘data
supply chain’ that may involve transformations and adaptations by external information
systems and human processes. The data supply chain may introduce significant errors into
the system through data passed across the system boundary. The data supply chain may be
a source of static configuration data as well as dynamic data.
A classification of data is required to provide a means by which the role of data may be
described and by which potential data errors, their transformation and propagation may be
analysed. This facilitates the expression of the data integrity requirements as data flows
across the boundary (and interfaces) of the system or system component.
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Figure 7: Dataware in a systems context
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Use of the Proposed (Data) Framework

The sheer range of applications of CBTs creates issues of scope and applicability. This paper
provides a number of models in which to frame the description of one or more control or
information systems. The primary purpose is to provide a basis to compare and contrast
these disparate systems (and their respective contexts). This then facilitates the application
of safety engineering to these CBTs. System safety management has its foundation in
protection systems – typically fast acting rule based technologies. The application of
technology also includes programmable devices and increasingly CBTs. One salient feature
is the scale, scope and influence of these CBTs on functional safety in a range of domains.
The implementation of these CBTs changes the risk profiles associated with an established
domain. This is in part due to changes in SOC; both in terms of vertical and horizontal
integration.
Changes of scale, scope and influence are features associated with integration and the
dependence that the organisation has on the CBTs. Often these changes of scale are
associated with changes to the ‘barriers to escalation’. An example could be drawn from an
organisation that implements CBT(s) to replace its paper records. The influence of paper
records is limited to an individual docket (bundle) of papers (the physical file). Electronic
records present efficiencies for the organisation – as well as efficiencies in the transportation
and propagation of errors across one or more organisational boundaries. Whilst
organisational barriers are evident in the paper based system – these barriers are significantly
reduced in the CBT implementation.
The framework provides a means to describe the CBT within a hierarchy, a classification of
data types, and the use of ‘interface contracts.’ The proposed framework seeks to expose a
requirement to identify and therefore a need to implement ‘barriers to escalation’ based upon
the use (and re-use) of data. In this paper, and the proposed framework, these barriers are
contained within the ‘interface contracts’.
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Consider a generalised CBT. A safety justification should assert that the CBT is adequately
safe to use for its intended context. This justification will be based upon a description of the
CBT, its context and its intended use (Procedures, and People (training and their expected
competency)). It will also identify the system boundary, the data exchanged across this
boundary and the information content received by the computer / human user. The means of
identifying and controlling data errors is contained within the interface contracts – and are
therefore a key feature of the justification.
A risk based approach should be used to direct resources towards the areas of greatest risk.
This approach is also proposed for the development of guidance, techniques and measures
to support the use of data in safety related systems. Key to this approach is the
documentation of the use of data by safety related systems through a range of domain
examples based on the framework.

7

Discussion

Examination of the literature and standards demonstrates that data is poorly treated, with
inadequate identification of the reliance on the data. If data is used to determine or direct the
functionality of the system then it follows that data errors will also influence behaviour. The
increasing use of Information Systems and CBTs drives a reliance on data. Economic
pressures drive reuse creating additional and self reinforcing pressures to connect and
combine these systems. These connected systems present a system synergy beyond the
designer’s intent and they may impinge on a safety domain.
This problem is evident in all forms of system, including non safety systems. It is likely that
data that originates from a non safety domain may be used within one or more safety related
systems. The problems associated with the treatment of data are also evident within the
safety domain. The framework is described from a neutral position to facilitate the widest
possible system representations, from single machines and low numbers of users, to complex
company (and in some cases national (or international)) systems. The Reader is encouraged
to consider both the horizontal and vertical coupling, where changes of system integrity
requirements are most likely. Above all these frameworks are intended to record and expose
the final use of these systems – by people, and their collective and individual exposure to risk.
The author’s intent is to create a set of documents based on the framework. These
documents will be analysed to categorise systems in general and data systems in particular in
terms of the system hierarchy. This analysis will form the bases of derived requirements for
techniques and measures for use with data safety systems.
The increasing use of SOC to create CBT’s requires our diligent attention, technological
evolution is seen as moving away from federated systems. This in turn will create classes of
Data that are increasingly platform independent. This independence will create an irresistible
pressure to treat Data as a separate system component along side hardware, software,
people and process. A key enabler will be the control of interfaces which are likely to feature
a form of contract based data exchange, supported by Metadata.
Data as a separate system component will challenge many aspects of the use of technology
by society and the engineering techniques and measures that support its use. Further
examination of the User and their use of, and role in, such systems is also required.
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